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Brief PointsBorder technologies provide great 
opportunities for efficiency and 
accuracy, but also potentials for 
harm. The EU funds research that 
involves experimental border con-
trol technologies, such as lie detec-
tors for incoming third-country 
nationals, all while claiming that 
this is ‘just research’. This policy 
brief shows why developing artifi-
cial intelligence (AI) technology for 
border control in the EU is a con-
cerning trend. Migrants are treated 
as justifiable test subjects, and AI 
can accelerate the illegal practice of 
migration deterrence.
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• European borders are increasingly 
digitalised, and now AI is being 
tested for border control in EU-
funded research.

• The EU-funded research project 
‘iBorderCtrl’ (2016–2019) devel-
oped an AI-based lie detector for 
border control.

• Migrants are, but should not be, 
targets of experimental technology 
because of their weak legal protec-
tion.

• AI in border control can perpetu-
ate practices of migration deter-
rence, as humans tend to uncriti-
cally trust technology.
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Introduction

European borders are increasingly becoming 
more digitalised. The European Border and 
Coast Guard Agency (Frontex) and other state 
authorities already use technological tools to 
control borders. For instance, Greek authorities 
use thermal cameras and sensors alongside the 
border to Turkey to find people hiding in ve-
hicles or along the border. Trends show that the 
use of such technologies will become even more 
prevalent. The European Union (EU) encourages 
and funds research projects that experiment 
with innovative tools for border control, includ-
ing with artificial intelligence (AI). AI is tech-
nology that mimics human reasoning by reach-
ing rational decisions based on information it is 
given. There is no denying that AI will become 
an integral part of most domains in our society, 
and borders will not be exempt from this trend.

Technological advancements for border con-
trol unavoidably affect migrants. Migrants at 
European borders are constantly subjected to 
human rights violations at the hands of border 
agents. Therefore, it becomes particularly im-
portant to regulate the development of border 
technologies to reduce the risks for harm. 
This brief will provide background on human 
rights abuses at borders through practices of 
deterrence, current research on AI for the EU’s 
borders, and trends in targeting migrants with 
experimental technology. The brief will then 
elaborate on how AI at borders can perpetuate 
systems of migration deterrence.

Border Practices and Research

Deterrence at borders

Migrants continuously suffer from human 
rights violations at European borders. The 
United Nations Office for the Coordination of 
Humanitarian Affairs (OCHA) has found that 
law enforcement officials at borders have on 
several occasions treated migrants inhumanely 
through violence and intimidation. European 
border agents use extreme measures to deter 
migrants away from their borders, in a logic 
of deterrence. Deterrence refers to policies or 
acts that have the aim to discourage or prevent 
migrants from coming to borders or entering a 
territory.

One form of deterrence is the tactic of push-
backs. Pushbacks are when migrants are 

forced back and out from a country’s territory 
before an authority has properly assessed their 
protection needs. Pushbacks violate the right 
to seek asylum and the essential principle of 
non-refoulement in International Refugee Law. 
Non-refoulement prohibits sending migrants 
back to a place where they may face persecu-
tion. Despite being illegal and internationally 
condemned, Frontex and other authorities have 
been found to push migrants back many times.1

In March 2020, Danish police officers patrolled 
the sea between Greek islands and Turkey in 
a Frontex mission. The crew rescued a rubber 
craft containing 33 migrants. Not long after, 
Frontex ordered them to put the migrants back 
in the boat and tow it out of Greek waters. The 
crew refused, as they believed it would put 
the migrants’ lives at risk. Eventually they got 
the order overturned and the migrants were 
brought to Kos.2 These migrants were luckily 
not pushed back, but many are. 12 refugees 
froze to death at the Turkish border in February 
2022 due to pushbacks by Greek authorities.3

Technologies are increasingly being used for 
deterrence. For example, the Mediterranean is 
patrolled with drones that can send real-time 
updates to Frontex about boats that may contain 
migrants. Frontex can then push back these 
boats. This is concerning, as it allows for the 
illegal practice of deterrence to be carried out 
more extensively and efficiently, and in even less 
regulated ways.

EU-funded research with border technology

The EU funds research projects aiming at fur-
ther digitalising borders. From 2014 to 2020, 
the EU’s funding programme for research and 
innovation was called Horizon 2020 (H2020). 
H2020 promised ‘more breakthroughs, dis-
coveries and world-firsts by taking great ideas 
from the lab to the market’,4 implying that the 
intention was to produce novel solutions and to 
implement those. Significantly, one component 
of the research in H2020 focused on border 
security under the work programme ‘Secure 
Societies’.5

Within ‘Secure Societies’, one of the research 
projects awarded funding was ‘iBorderCtrl’, 
short for Intelligent Portable Border Control 
System. In iBorderCtrl, the researchers devel-
oped a system to detect the credibility of third-
country nationals (TCNs) through an AI-based 

lie detector. Their system is called an Automated 
Deception Detection System (ADDS). The aim 
was to enable faster border control for TCNs 
entering the EU. TCNs means any non-EU citi-
zen. If this technology were to be in use, before 
arriving to the border, the TCN would be forced 
to digitally undergo a deception detection inter-
view with an avatar. Figure 1 shows this avatar. 
The ADDS uses the web camera to analyse the 
traveller’s facial micro-gestures to look for stress 
and anxiety, which – following the reasoning 
of iBorderCtrl – may indicate that the person is 
hiding something and thus being ‘deceptive’.6 
The TCN then gets a QR-code to bring with 
them to the border. There, the border agent will 
scan the code to see their credibility score. The 
TCN will not know their own score.

The project was heavily criticised for developing 
the ‘lie detector’ tool that many claim is founded 
on pseudoscience, because lying cannot be 
detected.7 While applying AI in border control 
could lead to more efficient borders – which, in 
theory, should benefit both border agents and 
migrants – such technologies pose legal con-
cerns, particularly because they target migrants.

Migrants as Test Subjects

Migrants are often at the receiving end of ex-
perimental technologies. For example, in 2003, 
asylum seekers were the first to have their 
fingerprints stored in Eurodac, a data collec-
tion system which was exceptional in Europe 
at the time. The aims behind collecting data on 
migrants are to enhance the EU’s safety and 
efficiency. While these are reasonable aims, 
migrants are repeatedly the targets of new and 
experimental technology. European migration 
management has become a type of ‘test lab’ for 
innovative technologies.

The automated deception detection system 
(ADDS) developed in iBorderCtrl is experimen-
tal. Lie detectors are generally rejected as un-
reliable and are strongly regulated and seldom 
applied even by law enforcement. Because of 
this, the Data Protection Officer (DPO) for iBor-
derCtrl, Zoltan Székely, claims that detecting 
deception is very different from detecting lies.8 
Nevertheless, iBorderCtrl’s H2020 webpage calls 
its own technology lie detection. Irrespective of 
the terminology, ADDS is out of the ordinary in 
that it analyses facial gestures to reveal behav-
iour, something that is not yet deployed in any 
domain and is generally considered unscientific.
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Targeting TCNs is problematic because these 
persons are not afforded the same legal protec-
tions as EU-citizens. New technologies should 
not target persons in ambiguous legal positions. 
When a technology is in its developmental stage, 
it should be thoroughly tested on persons who 
are easily able to reject its usage and seek re-
dress. It may be more challenging for migrants 
to seek redress due to language or information 
barriers. It is exactly migrants’ weak legal po-
sition that arguably makes them the ‘perfect 
target’ for technological experimentation. The 
assumption that we need novel technologies to 
manage migration is usually what drives devel-
opments like iBorderCtrl, in a logic of co-pro-
duction of security ‘problems’ and ‘solutions’, 
without considerations of the fundamental 
rights implications for the target group.

Furthermore, collecting data, even for research, 
is risky. Chances are that it might get lost or 
stolen, and risks increase the more data you 
gather. AI systems like ADDS require enormous 
amounts of data to become accurate since they 
are based on machine learning (ML). The DPO 
for iBorderCtrl, Székely, noted that iBorderCtrl 
cannot be considered completely safe because 
the project intended to collect personal data of 
migrants. Migrants are in particularly vulner-
able situations, with many having fled persecu-
tion or other threats. Exposure of their data 
could jeopardise their safety.

The International Committee of The Red Cross 
experienced the severity of losing personal data 

in November 2021. A cyber-attack targeted a Red 
Cross server which contained personal informa-
tion on more than 500,000 missing persons, 
detainees, and migrants. The Red Cross still 
do not know who the attacker was, only that it 
was by an ‘advanced persistent threat’.10 Such 
threats often originate in a nation state or state-
organised group. Developing technologies to 
collect huge amounts of data on migrants should 
be thoroughly evaluated based on necessity and 
proportionality, considering the particular risks 
involved. Adding to these concerns is that such 
technologies hold potentials for perpetuating 
deterrence practices.

Deterrence by Autonomous Means

AI systems will likely be used in future border 
controls, including similar systems to iBorder-
Ctrl’s automated deception detection system. 
However, two employees at Frontex’s research 
and innovation unit claimed that, when it comes 
to ADDS,

‘the technology is not ready, and the 
conditions are not there […]. We are 
galaxies away from it’.11

So why fund research for its development? The 
European Commission explained the funding 
by saying that:

‘iBorderCtrl was a research project and 
did not envisage the piloting or deploy-
ment of an actually working system’.12

Whilst it is reassuring that the EU do not want 
to deploy ADDS on borders, it is unlikely that 
the EU funded iBorderCtrl just for research’s 
sake. There must have been some notion that 
this had potential. Almost identical technol-
ogy has been tested in the project TRESSPASS 
(2018–2021). Thus, the intentions of developing 
and at some point using similar technology is 
evident. Technologies should be discussed while 
still in their early developmental stages, so that 
their future use poses fewer risks.

Another argument in favour of iBorderCtrl has 
been that it would only be an assisting tool and 
not make any decisions. In fact, it was argued 
by the researchers in iBorderCtrl that it is com-
pletely up to the border agent whether to rely on 
the credibility score provided by the ADDS. In 
reality, the relationship between humans and AI 
technology is much more complex. Launching 
AI into border control processes, even if just 
as an assisting tool, poses many challenges, 
including the potential such systems have for 
perpetuating deterrence practices.

Humans generally tend to trust technology 
more than our own judgement. This is called 
complacency bias, which is the assumption that 
AI systems are so reliable that we do not need to 
monitor them. Humans will often heavily rely 
on the information provided by digital systems 
through assuming that it is accurate, conscious-
ly or subconsciously. The accuracy technologies 
potentially provide is one typical argument in 
favour of their use. For instance, the iBorderCtrl 
project argued that their system would reduce 
human errors. Humans can make errors if they 
are tired, and border work is indeed tiresome 
and challenging. However, AI systems are not 
always accurate, and if we falsely assume that 
they are, it could have serious effects on those 
subjected to them.

How can we guarantee that border guards do 
not solely rely on the ADDS? The border agent 
would not know themselves whether they rely 
too much on this technology, due to their com-
placency bias. Consequently, technologies can 
in practice work to reject migrants, even when 
they are not explicitly decision-making tools. 
Deterrence is problematic no matter who is 
behind it, be it a machine or a human, but it is 
particularly concerning if an AI system is in-
volved because of the way AI relies on machine 
learning (ML).

Figure 1: iBorderCtrl ‘deception detection’ avatar9
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HumBORDER (2017–2022) is a multidis-
ciplinary project with the primary goal of 
understanding how new types of humanitarian 
spaces are created and carved out outside, on 
and inside the geographical borders destined 
to govern mobility. It employs a global scope 
to understand the role of borders in humani-
tarianism, and uses the European Union and 
the ‘refugee crisis’ as a specific case study.
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increase efficiency and security on borders, 
and AI provides great contributions in this re-
gard. However, the trend of targeting migrants 
through experimental border technologies must 
be thoroughly considered. As Jan Egeland, the 
Director for the Norwegian Refugee Council 
(NRC), said in an interview for the research be-
hind this brief: 

‘We need to fight all of these sophis-
ticated ways that Europe now tries 
to keep people out. This continent 
should, more than any other, welcome 
people who need protection, and give 
them asylum, if they have a basis for 
protection’.13

AI holds the potential to become a tool for bor-
der guards to violate human rights at a faster 
pace and in a way that is more difficult to control 
and monitor. As border technologies become 
more sophisticated, the need for effective regu-
lations and oversight is increasingly urgent.  
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ML uses data and algorithms to gradually en-
hance the accuracy of the system. Such a system 
can become a ‘black box’, meaning we only 
know the information going into the system 
and the information coming out, but will not 
know on what grounds the system made its 
evaluation. The ADDS in iBorderCtrl was based 
on ML. Hence, border agents using ADDS will 
never know the reasons behind the ‘credibility 
score’ they receive on their device. Thus, they 
will not know which micro-gesture was consid-
ered deceitful. ML often makes the algorithms 
untraceable, even for the developers of the sys-
tem. Consequently, such a system makes it in-
herently difficult to build a case of unreasonable 
or faulty grounds for rejection, thus threatening 
the potential for seeking redress.

Migrants are in vulnerable situations, which 
makes their ability to seek redress particularly 
important. Injustice can occur with AI systems, 
as with all border controls. For example, the 
iBorderCtrl system was tested by researchers 
who found that the system discriminates against 
LGBT persons, persons of colour, and asylum 
seekers because these groups have experienced 
more trauma than the average traveller. Trauma 
produces micro-gestures similar to deception. 
Being able to seek redress unfortunately only 
protects ‘after the fact’, but is nevertheless one 
of the most important protections against hu-
man rights violations. It is a fundamental right 
to ensure that, when facing wrongdoings, one 
has the opportunity to challenge the decision or 
get justice.

Concluding Remarks

The EU uses technologies in deterrence already. 
Thus, it is not unthinkable that AI for border 
control can produce the same outcomes. All 
developed technology directly lays the founda-
tion for its use, tomorrow or years from now. 
It is understandable that the EU wishes to 
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